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Preface

Thank you for using our products.

Audience

This manual is intended for:
® Network engineers
® Technical support and servicing engineers

® Network administrators

Obtaining Technical
Assistance

® Ruijie Networks Website: https://www.ruijienetworks.com/

® Technical Support Website: https://ruijienetworks.com/support
® Case Portal: https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service rj@ruijienetworks.com

®  Skype: service ri@ruijienetworks.com

Related Documents

Documents Description

Describes the related configuration commands, including command modes,
Command Reference o )
parameter descriptions, usage guides, and related examples.

] Describes the functional and physical features and provides the device
Hardware Installation and Reference

Guid installation steps, hardware troubleshooting, module technical specifications,
uide

and specifications and usage guidelines for cables and connectors.
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This manual uses the following conventions:

Convention

boldface font

italic font

[]

{xlylz}

[xlylz]

Description

Commands, command options, and keywords are in boldface.

Arguments for which you supply values are in italics.

Elements in square brackets are optional.

Alternative keywords are grouped in braces and separated by vertical bars.

Optional alternative keywords are grouped in brackets and separated by
vertical bars.



Configuration Guide Overview

1 Overview

eWeb is a Web-based network management system that manages or configures devices. You can access eWeb via

browsers such as Google Chrome.

Web-based management involves a Web server and a Web client. The Web server is integrated in a device, and is used to
receive and process requests from the client, and return processing results to the client. The Web client usually refers to a

browser, such as Google Chrome IE, or Firefox.

1.1 Conventions

In this document, texts in bold are names of buttons (for example, OK) or other graphical user interface (GUI) elements (for

example, DHCP Security).
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2 Configuration Guide

2.1 Preparation

Scenario

As shown in the figure below, an administrator can access the device from a browser and configure the device through the

eWeb management system.

Figure 2-1-1 Data Exchange Principle

Deliver or request
commands

through AJAX. >
L

N )

Retumn data

service

Administrator
Device

Remarks The eWeb management system combines various device commands and then delivers them to the device
through AJAX requests. The device then returns data based on the commands. A Web service is available on the

device to process basic HTTP protocol requests.

Deployment

A Configuration Environment Requirements

Client requirements:

® An administrator can log into the eWeb management system from a Web browser to manage devices. The client refers

to a PC or some other mobile endpoints such as laptops or tablets.

® Google Chrome, Firefox, IE10.0 and later versions, and some Chromium-based browsers (such as 360 Extreme

Explorer) are supported. Exceptions such as garble or format error may occur if an unsupported browser is used.

® 1024 x 768 or a higher resolution is recommended. If other resolutions are used, the page fonts and formats may not be
aligned and the GUI is less artistic, or other exceptions may occur.

® The client IP address is set in the same LAN network as the device IP address, such as 192.168.120.X. The subnet
mask is 255.255.255.0. The default management address of the device is 192.168.120.1. Alternatively, you can set the

IP assignment mode to Obtain an IP address automatically.
Server requirements:
® You can log into the eWeb management system through a LAN port or from Ruijie Cloud on an external network.

® The device is enabled with Web service (enabled by default).



Configuration Guide Configuration Guide

® The device is enabled with login authentication (enabled by default).

To log into the eWeb management system, open the Google Chrome browser, and enter 192.168.120.1 into the address bar,
and press Enter.

Figure 2-1-2 Login Page

Ruijie | FReyce

Hi, RA!

5 Password

Forgot Password? English v

Google Chrome and IE browser 9, 10 or 11 are supported. Copyrig

00-2021 Ruijie Networks Co., Ltd

Enter the password and click Login.

2.2 Network Setup

You will enter the Network Setup page without login at initial setup.

2.2.1 Discover Device

The page displays online device count and network status.

You can add the device to My Network before configuring the network. If the device works in the standalone mode, this

feature is not supported.

Figure 2-2-1 Discover Device
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Ruijie | RRcycc ‘ Discover Device

Total Devices: 5. Other Devices (to be added manually): 4.

Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the list.

Net Status ( Online Devices / Total )

9 — =
/]

Internet

My Network

12313 (1 devices)

Model
@p RAR [Master]

| Other Devices @

EG205G (3 devices)

ruijie (1 devices)

—EE—

0/0 1/1
Router Switches APs
SN MAC
G1¢ 192.168.110.102  C4:70:AR

Add to My Network

Add to My Network

Rediscover

2.2.2 Add to My Network

4
Other Devices

Software Ver

ReyeeO%

English ~

Refresh &

@

Configuration Guide

3 Bxit

Select the target device and click Add to My Network. If the target device is not configured yet, you can add the device

directly without a password.

Figure 2-2-2 Add Device to My Network



Configuration Guide Configuration Guide

Add Device to My Network

* Password

Forgot Password Add

2.2.3 Create Network & Connect

If the device is configured for the first time, the network name, management password and SSID are required. If the device is
already configured, the management password will not be displayed here. You can navigate to Network > Password to
change the management password.

If the device is detected disconnected to Ruijie Cloud, the Ruijie Cloud page will be embedded for you to bind your account
after the device accesses the Internet successfully. If the device is already connected to Ruijie Cloud, the eWeb homepage

will be displayed after this step.

Figure 2-2-3 Create Network
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Ru,jfé mRcycc Create Network English v [ Bxit

* Network Name

Please enter a network name.

* Password et
Internet @ DHCP Static [P
* SSID @Ruijie-m6917
Security @ Open
* Country/Region China (CN)

* Time Zone (GMT +8:00)Asia/Shanghai

Click Create Network & Connect, and it takes about 60 seconds to deliver and activate settings. The following message will

appear after Internet connection is set up.

Figure 2-2-4 Connect to Internet
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0 Operation
succeeded.
* Project Name:

e SSID:

e Password:

Redirecting...

If the Internet connection failed, please follow the instruction in the prompt message.

Figure 2-2-5 Failed Connection

Internet connection failed.

The device IP address may change.

Service is unavailable.

2.2.4 Cloud Service

The Network Setup module requires a Ruijie Cloud account. If you are a new user, please register an account first at the
Ruijie Cloud website.


https://noc.ruijie.com.cn/sso/login?action=register&service=https%3A%2F%2Fnoc.ruijie.com.cn%2Fadmin3%2F
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Figure 2-2-6 Log In with Ruijie Cloud Account

Please enter your Ruijie Cloud account to log in.

@ Please enter the username.

& Please enter the password.

Signup

[ have read and agreed to the Privacy Policy

If the device works in the standalone mode, log in and the account will be bound with Ruijie Cloud automatically. If the device

works in the self-organizing network mode, the following page will appear.

Figure 2-2-7 Select Template
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RuyTe -’,E,,peyee Network Setup English v [3 Exit

o Select Template a Enable Services o Complete

Please select the project type.

Project Type o
Office ©) ] m Office
. ' You can add WLAN, wired network, and enable loop prevention, DHCP Snooping and flow control by one click.

Villa
Hotel
v o
& Preview
Other v P— D A i rmertvLA
iy ST P,
| P . S
Contpo o i o 0 o
- - Configured: 0 sets 190 wee " costng
- Dok e cotgnd swtch pors i v

It takes about 3 minutes to discover devices and generate a topology. The following confirmation box will appear:

Figure 2-2-8 Confirm Device Status

Gateway/Core Switch Status

No Real-Easy gateway is detected. If you add a new VLAN, please configure on the uplink
gateway/core switch.

Current Config Status: @ Not Configured. Later display theundefined
() Already C Later display th

Figure 2-2-9 Enable Services
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iTopology «: Retresn

GatewayD

[ ]

Back

Click Apply Config. The following page will appear after configuration is delivered successfully.

Figure 2-2-10 Complete

Topology
O Note: T
=
/— e
Switch X
%
Back

) sncrmts —— (@) et

) t 1 e a Enable Services

& ruijienet1102 Office

© 9 device are already online

Network configuration failed. Can not detect Real-Easy gateway.

Status Model

Online Switch 5218GC-P
Online
Online
Online
Online
Online

Online

Online

Online APEAP101

@ After all devices go online, topology and configuration will be displayed

WLAN

F @Ruijle-m594D

VLAN: ]

SN

CANB1LU017242

®

19216811016

19216811022

1921

19216811021

1921681109

19216311024

Configuration Guide

Apply Config

Can’ tfind device? Add Manually
MAC
8005.888e.15¢2
300d 9¢09.0f1e

00408209111

00€0.4¢00.0000

8005.880.54fc
5869.6cfb.2289

8005.8800.0122

0074 9ce3.594d

10~ 9 in total

Configure Network

After the above step, click Ruijie Cloud to configure the device on Ruijie Cloud. Then exit from Ruijie Cloud and enter the

eWeb page again.

Upon the configuration, check the network and wireless settings of each device for consistency.

2.3 Work Mode

The eWeb menu varies with different work modes. The EG device works in the Router mode and the EAP device works in

the AP mode by default. The work mode is displayed on the Route > Overview page.

Figure 2-3-1 Device Overview
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=D e ioaie

Overview  Basics Security
Overview
Memory Usage

36%

Device Details

Model:
MAC: 00:74:¢
Hardware Ver: 1.00

| Interface Details

E’ Connected Disconnected

Click the current work mode, and the following page will appear. You can switch over the work mode here.

Behavior ~

Figure 2-3-2 Work Mode

SN: HILA IP: 172.30.111.17

VPN Advanced ¥ Diagnostics ~ System

Online Clients

Hostname: Ruijie.abc &

Software Ver:

-

LANO LANL LAN2
192.168.110.1

Configuration Guide

Duration: 65 days 22 hours 59 minutes 52 seconds
Systime: 2021-04-29 09:51:37

SN: H1
Role: Master AC @

) Reboot



Configuration Guide Configuration Guide

Description:

1. The device IP address may change upon
mode change.

2. Change the endpoint IP address and
ping the device.

3. Enter the new IP address into the
address bar of the browser to access
EWEB.

4. The system menu varies with different
work modes.

5. The device will be restored and
rebooted upon mode change.

Work Mode Router @

Self-Organizing @D @ @ Tip
MNetwork

A @O

Save

2.3.1 Router Mode

The Router mode indicates NAT forwarding.

The EG device in the Router mode of a router contains networking, network setup and routing features including VPN and

behavior management.

The AP in the Router mode contains networking, network setup and some radio features.

2.3.2 AP Mode

The AP mode refers to fit AP mode. All WAN ports are enabled with DHCP by default. You can configure a WAN port with a
static IP address or enable PPPoE manually.

2.4 Self-Organizing Network

Click the current work mode, and the following page will appear. You can enable or disable self-organizing network here.
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Figure 2-4-1 Self-Organizing Network

Description:

1. The device IP address may change upon
mode change.

2. Change the endpoint IP address and
ping the device.

3. Enter the new IP address into the

address bar of the browser to access
EWEE.

4. The systemn menu varies with different
work modes.

5. The device will be restored and
rebooted upon mede change.

i Work Mode Router @

Configuration Guide

pjownload App £ Network Setu

Statuer Online

1. If it is enabled, the device role will be displayed.
Self-Organizing () @ 2 If it is disabled, the device works in standalons mode.
MNetwaork 3.1t is enabled by default in AC mode.

A @O

2.4.1 Enable

SN:
Role:

If self-organizing network is enabled, the device in the network will be discovered and discover other devices. These devices

will form a network and be synchronized with network settings.

The menu on the left contains all network settings, including wireless management, switch management and system

management.

Figure 2-4-2 Enable Self-Organizing Network
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Configuration Guide
Oniine Clients SN:
- = P s Primary Wi 11.0% J—
outer 7 - % . Securlty: Yes Security: Yes
T Wireless
Switches
( Online Devices / Total )
Network =
9 T 1208Kbps (Mrmream L 10662Kbps (——— - k3
DHCP 1 o/0 2/2 4
Internet Router Switches APs Online Clients

If there is a wireless router enabled with self-organizing network in the network, the Router module will appear in the menu

on the left. Click Router, and a horizontal menu will be displayed

Figure 2-4-3 Router Menu

£, 0verview

s Onine Clients Hostname: Ruijie.abc
®

# EG205G
[ Router Overview  Basics Security Behavior
= Wireless .
Overview
[\ Switches
Memory Usage
“FNetwork 349%

Device Details
Model: EG205G

MAC: 00:74mRa760

Hardware Ver: 1.00

| Interface Details

SN: HILAGS 20050

1P: .111.17
VPN - Advanced ~  Diagnostics ~  System
Online Clients
Hostname: Ruijie.abc &

Work Mode: Router &
Software Ver: B 22man

LANO LANL

LANZ
192.168.110.1
Q@ Q Cc 7z L

MAC: 0074557508

U Reboot

Status: Online

Duration: 65 days 23 hours 21 minutes 45 seconds
Systime: 2021-04-29 10:13:31

SN: HILASWZ200627,
Role: Master AC @

wan
1723011117

2.4.2 Disable

If self-organizing network is disabled, the device will work in the standalone mode.
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After self-organizing network is disabled, a horizontal menu will be displayed vertically on the left.

Figure 2-4-4 Disable Self-Organizing Network

£ Overview
Overview
@& Basics
Memory Usage Online Clients Status: Online
= Wireless - Duration: 17 hours 38 minutes 28 seconds
31 /6 0 Systime: 2021-04-29 10:24:06
B3 Advanced
@, Diagnostics Device Details
= system Model: WFFIIENI) Hostname: Ruijie &
SN: <o - MAC: G
Work Mode: AP & Hardware Ver: 1.00
Software Ver: =287 772007
| wi-ri
~—~ Primary Wi-Fi: il =ma" _— Guest Wi-Fi:
. Security: No - Security: No

| Interface Details

(1] connected Disconnected

(]

WAN LAN
192.168.110.102

&« Collapse
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3 eWeb Configuration

3.1 Overview

The Overview page displays login device, wireless information and network status.

Figure 3-1 Overview

—~ Guest Wi-Fi:
Security: No

Device Info Setup> Wi-Fi
Hostname: Ruijie
SN: Cligisessessoc ——
IP: 192.168.110.102 o ”ma?' 'ft ¢ \
MAG < - ecurity: No
Software Ver: 7., .20 0
Net Status ( Online Devices / Total )
9 o
- 0 0/0

Internet Router Switches

3.2 Basic Wireless

The APs module allows you to group, upgrade and delete APs.
Figure 3-2-1 AP List

(i
o Ade

| AP List Group: All Groups  Collapse
Action Hostname P MAC Status
Al Groups
Default y 700000t
20 E & Manage O Reboot Ruifie [Master] 192168120102 ) Online
10/page

A. Group Management

Model

RAP2260(G)

Q)

g

1/1 0
APs Wireless Clients
Advanced Search List Filter
Clients
Software Ver SN
0 GlGHE

eWeb Configuration

Setup>

Refresh 2

Batch Action v

Channel

6,60

Total 1
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Click Expand, and all groups will be displayed on the left column. You can add, delete, edit and search groups. Up to 8
groups can be added.

Figure 3-2-2 Group Management

All Groups
Default

111
222

B. Advanced Search and List Filter

Click Advanced Search, and you can search APs by SN, model, software version, MAC address and IP address.
Click List Filter, and you can select columns to be displayed in the list.

C. Batch Action

Select the target devices and click Batch Action. The following actions are available:

Figure 3-2-3 Batch Action

Upgrade Device

Delete Device

Change Group

Upgrade Device: If there is a new version available, you can upgrade the devices in batches.
Delete Device: You can delete the devices in batches.

Change Group: You can move the devices from one group to another. The devices will be applied with the new group

settings.
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3.2.1 Configuration

Figure 3-2-4 Configuration

eWeb Configuration

Select the target device and click Manage in the Action column, and the AP management page will be displayed.

pe MAC: C7 7
Overview  Basics Security Advanced Diagnostics
Overview

Memory Usage
29%

Online Clients

Device Details

Model. = )]
MAC:

Hardware Ver: 1.00

Hostname:

Work Mode:
Software Ver
Wi-Fi

== Primary Wi-Fi
. Security: No

| Interface Details

3.2.2 Overview

-

IP Address: 192.168.110.102

System
Status: Online
Duration: 25 minutes 8 seconds
Systime: 2021-04-29 11:06:42
Ruljie & SN; et
Router & Role: Master AP @
- S i
——~  Guest Wi-Fi:
Security: No

-

WAN LAN

192168.110.102 192.168.120.1

© Reboot

The Overview page displays the information including memory usage, online clients, status, device details, wireless

information and interface details.

Figure 3-2-5 Overview
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Hostname: Ruijie SN: C_

() Reboot
IP Address: 192.168.110.102 MAC: C = W)

o )

Overview  Basics ¥ Security ~ Advanced Diagnostics System ~

Overview
Memory Usage Online Clients Status: Online
Duration: 31 minutes 9 seconds
[<)
29% 0 Systime: 2021-04-29 11:12:43
Device Details
Model: & mETEnIm Hostname: Ruijie &
SN: € Dol | MAC:
Work Mode: Router & Role: Master AP @
Hardware Ver: 1.00 Software Ver:
| wii
~—=> Primary Wi-Fi ~—~  Guest Wi-Fi:
® Security: No ® Security: No

| Interface Details

@ Connected Disconnected

WAN LAN
192.168.110.102 192.168.120.1

3.2.3 Basics

3.2.3.1 WAN

The WAN module allows you to configure WAN settings. WAN settings support multiple lines, and you can configure a

specific line as needed.

Figure 3-2-6 WAN Settings
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o Configure WAN settings. @

* Internet DHCP

No username or password is required for DHCP clients.

IP 192.168.110.102
Subnet Mask 255.255.255.0
Gateway 192.168.110.1

DNS Server 192.168.110.1
Advanced Settings

*MTU 1500

* MAC c4:70:ab:a8:69:17

3.2.3.2 LAN
The LAN module contains LAN Settings, Port VLAN, DHCP Clients and Static IP Addresses.
A LAN Settings

The LAN module allows you to set the IP address of the LAN port and DHCP status.

Figure 3-2-7 LAN Settings
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o LAN Settings @
| LAN Settings + Add [iJ Delete Selected

Upto 8 entries can be added.

L

P SubnetMask  VLANID Remark  DHCPServer  Start IP Count e Action
Time(Min)

1921681201 2552552550  Default VAN : fabled 1921681201 254 30 Edit

Click Add to add a VLAN. In the displayed dialog box, configure settings and click OK.

Figure 3-2-8 Add IP Address
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Add .

*IP

* Subnet Mask = 255.255.255.0
*\VLAN ID
Remark

*MAC  C470:AB:9EA4D:C4

DHCP Server ()

* Start
*1P Count

* Lease Time(Min) 30

In the AP mode, the Port VLAN function is available on page for the AP supporting Port VLAN.

Figure 3-2-9 Port VLAN
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©) Lan settings

Port VLAN @D

| LAN Settings + Add [T Delete Selected
Upto 4 entries can be added.
VLANID Remark Action
Edit Delete

999 test

N Port VLAN

The Port VLAN page displays VLAN information. This page is displayed only when the AP is enabled with port VLAN in the
AP mode.

Figure 3-2-10 Port VLAN

o Port VLAN @

Please choose LAN Settings to create a VLAN first and configure pert settings based on the VLAN.,

| Port VLAN

E| Connected Disconnected

Port 0
VLAN 1(WAN) UNTAG
VLAN 999 Not Joil

A DHCP Clients
The DHCP Clients page displays DHCP clients. This page is displayed only in the router mode.

Figure 3-2-11 DHCP Clients
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DHCP Clients
View DHCP clients.

| DHCP Clients

Up to 300 IP-MAC bindings can be added.

No. Hostname

HONOR_20-
baal4764d0261530

HONOR_20i-
ab4f73bc27eaa3f

3 R12225

10/page

MAC

24:da:33:b5:3a:57

68:a0:3e:f9:7b:cd

54:bf:64:5c:dc:49

IP Address

192.168.120.142

192.168.120.4

192.168.120.127

Remaining Lease

2 Refresh

Time(Min)

26

10

21

eWeb Configuration

©,

-+ Batch Convert

Status
Convert to Static IP

Convert to Static IP

Convert to Static IP

Total 3

Click Convert to Static IP in the Action column to convert a DHCP-assigned IP address to a static IP address. Alternatively,

select DHCP-assigned IP addresses and click Batch Convert to convert more than one IP address.

N Static IP Addresses

The Static IP Addresses module allows you to add, delete and edit static IP addresses. This page is displayed only in the

router mode.

Figure 3-2-12 Static IP Addresses
€ static 1P Adaress List

| Static IP Address List

Upto 300 entries can be added.

No. IP
1 192.168.110.136
2 192.168.120.1%

10/page

Click Add to add a static IP address

MAC

30:0D:9E:8C:58:26

54:bf:64:5c:dc:49

+ Add

©)

Il Delete Selected

Action

Edit Delete

Edit Delete

Total 2

manually. In the displayed dialog box, configure settings and click OK.
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Figure 3-2-13 Add Static IP Address

Add

1P

*MAC

3.2.3.3 PoE

The PoE page displays PoE status and power consumption.

Figure 3-2-14 PoE

Cancel

eWeb Configuration
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0 r

| PoE Consumption Details

Max Consumption Current Consumption Remaining Consumption

54.0W 13.8W

PoE Device Panel

i Powered On Powered Off gl PoE Error

Current Consumption: 0.0W  53W  34W 51W

LANO LAN1 [LANZ LAN3/WAN1

3.2.4 Security

3.2.4.1 ARP List

The ARP List page displays ARP entries.

Figure 3-2-15 ARP List

40.2W

eWeb Configuration
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o The device learns IP-MAC mapping of all devices connected to its interfaces. You can bind or filter the MAC address. @

| ARP List Q + Add [l Delete Selected

Up to 256 IP-MAC bindings can be added.

No. MAC IP Type Action
1 a8:9ced:92:6fe2 192.168.120.251 Static Edit Delete
2 54:bf:04:5c:dc:49 192.168.120.127 Dynamic Bind
3 00:74:9¢:87:65:bb 192.168.110.1 Dynamic Bind
Total 3 10/page n Go to page | 1

Click Add to add an IP-MAC binding. In the displayed dialog box, enter or select an IP address and a MAC address and click
OK.

Figure 3-2-16 Add IP-MAC Binding

* [P Address

Click Delete in the Action column. The message "Are you sure you want to delete the entry?” is displayed. In the displayed
dialog box, click OK. The message "Delete operation succeeded." is displayed.
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3.2.5 Advanced

3.2.5.1 Local DNS

The Local DNS module allows you to configure a local DNS server.

Figure 3-2-17 Local DNS

The local DNS server is not required te be configured. By default, the device will get the DNS server address from the
uplink device.

Local DNS server

3.2.5.2 PoE Settings

The PoE Settings module allows you to configure the PoE mode.

Figure 3-2-18 PoE Settings
o PoE Settings
| PoE Settings
Power Mode | Auto
Current Mode IEEE 802.3at

Current Power 25.5W

3.2.5.3 Other Settings

The Other Settings module allows you to perform other settings, such as Enable RIP&RIPng, Enable Advanced and Disable
ICMPV6 Error.

Figure 3-2-19 Other Settings



Configuration Guide

0 Other Settings

| Other Settings

Enable RIP&RIPng @D

Encryption MD5

* Password ‘ "ae

Enable Advanced () @

Security

Disable ICMPv6 Error ()

Messages

Destination Unreachable
Datagram Too Big
Time Exceeded

Parameter Problem

Save

3.2.6 Diagnostics

3.2.6.1 Network Check

Figure 3-2-20 Network Check

eWeb Configuration
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o Network Check ®

Click Start, and click OK in the confirmation box. After the test finishes, the result will be displayed.

Figure 3-2-21 Result
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o Network Check @

l

WAN/LAN Cable
Auto-Negotiated Speed
WAN Port

DHCP-Assigned IP Address
LAN & WAN Address Conflict
Loop

DHCP Server Conflict

IP Address Conflict

Route

Next Hop Connectivity
DNS Server

IP Session Count

DHCP Capacity

Flow Control

Ruijie Cloud Server
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If any problem occurs, the result will be displayed as follows:

Figure 3-2-22 Issue & Advice

Ruijie Cloud Server o

Check Connection to Cloud Server
Result : The device is not connected with the cloud server. Cloud service may fail to start.

Advice : Please verify that the device SN is added to the cloud and check the network.

Please fix the problem by taking the suggested action.

3.2.6.2 Alarms

The Alarms module allows you to view and manage alarms in the network.

Figure 3-2-23 Alarms

o View and manage alarms.
| Alarm List View Unfollowed Alarm

Expand Alarms Suggestion Action

v There s more than one DHCP server in Please disable the extra DHCP server in the LAN network. Delete Unfollow
the LAN network.

Hostname SN Type Time Details
A DHCP server conflict occurs in LAN network:

Ruijie G1QH2LV00090C  RAP260(G) 2021-04-2917:06:47  MAC:00:74:9¢:b4:b6:8b,IP:1.1.1.1 VLAN 1D:30;
MAC:00:74:9¢:b4:b6:8¢ IP:1.1.2.1VLAN ID:20

n 10/page Total 1

Click Unfollow in the Action column to unfollow an alarm. In the confirmation box, click OK.

Figure 3-2-24 Unfollow Alarm
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Are you sure you want to unfollow the alarm
and delete it from the alarm list?

1. After being unfollowed, an alarm will not appear again..
2. You can click View Unfollowed Alarm to re-follow an

unfollowed alarm.

Click View Unfollowed Alarm, and you can view and follow the alarm again.

Figure 3-3-25 Re-follow Alarm

eWeb Configuration

View Unfollowed Alarm

A MAC address conflict
or loop error occurs.

Re-follow

Cancel

3.2.6.3 Network Tools

The Network Tools module provides the following network tools to detect the network status: Ping, Traceroute, and DNS

Lookup.

Figure 3-2-26 Ping Test and Result
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o MNetwork Tools

Tool @ Ping

Traceroute DNS Lookup

* [P Address/Domain www.baidu.com

* Ping Count 4

* Packet Size b4

Bytes

PING www.baidu.com (14.215.177.38): 64 data bytes

72 bytes from 14.215.177.38:
72 bytes from 14.215.177.38:
72 bytes from 14.215.177.38:
72 bytes from 14.215.177.38:

seq=0 ttI=49 time=25.241 ms
seq=1 ttl=49 time=27.422 ms
seq=2 ttl=49 time=26.862 ms
seq=3 ttlI=49 time=25.931 ms

--- www.baidu.com ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 25.341/26.389/27.422 ms

Figure 3-2-27 Traceroute Test and Result

eWeb Configuration
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eWeb Configuration

o Network Tools

Tool Pin

(=]

* 1P Address/Domain | www.google.com

*Max TTL | 20

3% In Progress

» Traceroute

DNS Lookup

Stop

38 byte packets

ms

ms
ms
ms

ms
7 *

traceroute to www.google.com (104.16.251.55), 20 hops max,
1 192.168.110.1 (192.168.110.1) 0.861 ms 0.797 ms 0.692

2 172.30.111.1 (172.30.111.1) 2.358 ms 2.053 ms 1.992 ms
3 172.30.255.33 (172.30.255.33) 1400 ms 1.299 ms 1.183

4 172.30.255.146 (172.30.255.146) 0.949ms 1132 ms 1131
5 172.30.255.150 (172.30.255.150) 1.314 ms 1.262 ms 1.524

6 172.30.255.33 (172.30.255.33) 1.697 ms 1.558 ms 1.717

Figure 3-2-28 DNS Lookup Test and Result

o Network Tools

Toal Ping Traceroute © DNS Lookup

* |P Address/Domain | www.google.com

Result
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3.2.6.4 Fault Collection

The Fault Collection module allows you to collect faults by one click and download the fault information to the local device.

Figure 3-2-29 Fault Collection

o Fault Collection

Compress the configuration file for engineers to identify fault.

Start

3.2.7 System

3.2.7.1 Session Timeout

The Session Timeout module allows you to set the session timeout period.

Figure 3-2-30 Session Timeout

o Session Timeout ®

* Session Timeout 3600 seconds

3.2.7.2 Backup & Import & Reset

A Backup & Import

The Backup & Import module allows you to import a configuration file and apply the imported settings. It also allows

exporting the configuration file to generate a backup.

Figure 3-2-31 Backup & Import
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If the target version is much later than the current version, some configuration may be

missing. ®
It is recommended to choose Reset before importing the profile. The device will be
rebooted automatically later.

| Backup Profile

Backup Profile

| Import Profile

File Path Browse m

AN Restore

The Restore module allows you to restore the device to factory settings.

Figure 3-2-32 Restore

Backup Profile first.

Please exercise caution if you want to restore the factory settings.

Resetting the device will clear the current settings. If you want to keep the setup, please ®

Figure 3-2-33 Confirm Restore
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Tip

o Resetting the device will clear the current settings

and reboot the device. Do you want to continue?

Click OK to restore all default values. This function is recommended when the network configuration is incorrect or the
network environment is changed.

3.2.7.3 Upgrade

A Online Upgrade

Click Upgrade Now. The device downloads the upgrade package from the network, and upgrades the current version. The
upgrade operation retains configuration of the current device. Alternatively, you can select Download File to the local device

and import the upgrade package on the Local Upgrade page.

Figure 3-2-34 Online Upgrade
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Online upgrade will keep the current setup. Please do not refresh the page or close the browser. You will
be redirected to the login page automatically after upgrade.

Current Version B 1)
New Version

Description

Tip 1.1If your device cannot access the Internet, please click Download File,

2. Choose Local Upgrade to upload the file for local upgrade.
Upgrade Now

If there is no available new version, the device displays a prompt indicating that the current version is the latest.
Figure 3-2-35 Upgrade Prompt

Online upgrade will keep the current setup. Please do not refresh the page or close the
browser. You will be redirected to the login page automatically after upgrade.

Current Version (It is the latest version.)

N Local Upgrade

Click Browse to select an upgrade package, and click Upload. After uploading and checking the package, the device

displays the upgrade package information and a prompt asking for upgrade confirmation. Click OK to start the upgrade.

Figure 3-2-36 Local Upgrade



Configuration Guide eWeb Configuration

o Please do not refresh the page or close the browser. @

Model
Current Version

®  Development {7 0t is recommended to be disabled after use.) "

Mode

Keep Setup B (If the target version is much later than the current version, it is recommended not to keep the setup.)

File Path Browse m

3.2.7.4 Reboot

The Reboot module allows you to reboot the device immediately.

Figure 3-2-37 Reboot

o Please keep the device powered on during reboot. @

Click Reboot, and click OK in the confirmation box. The device is rebooted and you need to log into the eWeb management
system again after the reboot. Do not refresh the page or close the browser during the reboot. After the device is successfully
rebooted and the eWeb service becomes available, you will be redirected to the login page of the eWeb management
system.

3.3 WiFi

The WiFi module allows you to configure WiFi settings for all devices.

3.3.1 WiFi Settings

The WiFi Settings module allows you to configure the primary WiFi.

Figure 3-3-1 WiFi Settings
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0 Tip: Changing configuration requires a reboot and clients will be reconnected.

|Wi-Fi Settings Device Group: pefault

*SSID

Band

Security

Wireless Schedule

24G + 56

Open

Collapse

All Time

eWeb Configuration

i VLAN Default VLAN
Hide SSID (The SSID is hidden and must be manually entered.)
AP Isolation (The client joining this Wi-Fi network will be isolated.)
Band Steering (The 5G-supported client will access SG radio preferentially.)
XPress (The client will experience faster speed. )
Layer-3 Roaming (The client will keep his IP address unchanged in this Wi-Fi network.)

Wi-Fib ‘) (802.11ax High-Speed Wireless Connectivity.) @

3.3.2 Guest WiFi

The guest WiFi is disabled by default. You can enable guest WiFi on this page or homepage.
AP isolation is enabled by default and cannot be edited.

Set a schedule, and the guest WiFi will be enabled only during this period time. When the time expires, the guest WiFi will be
disabled.

Figure 3-3-2 Guest WiFi
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o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Guest WiFi Device Group:  pefault

Enable

Save

Figure 3-3-3 Enable Guest WiFi

eWeb Configuration

@
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Guest Wi-Fi Device Group:  Dpefault

Enable @D

* 58D @R
Band 24G + 5G

Security Open
Collapse

Wireless Schedule Never Disable
VLAN Default VLAN
Hide SSID (The SSID is hidden and must be manually entered.)

AP Isolation @) (The client joining this Wi-Fi network will be isolated.)

Band Steering (The 5G-supported client will access 5G radio preferentially.)
XPress (The client will experience faster speed. )
Layer-3 Roaming (The client will keep his IP address unchanged in this Wi-Fi network.)

Wi-Fi6 @) (802.11ax High-Speed Wireless Connectivity.) (9

Save

3.3.3 WiFi List

The WiFi List displays all WiFi networks. The primary WiFi is also listed here and cannot be deleted.

Figure 3-3-4 WiFi List

eWeb Configuration
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o Tip: Changing configuration requires a reboot and clients will be reconnected. ®

|Wi-Fi List Device Group: pefault + Add

Upto 8 SSIDs can be added.

SSID Band Security Hidden VLAN ID Action

ZGB 24G +5G OPEN No Default VLAN  Edit

Click Add to add a WiFi network. In the displayed dialog box, configure settings and click OK.

Figure 3-3-5 Add WiFi

Add .

= SSID
Band 24G + 506

Security Open

Expand

You can click @ in the upper right corner to see description about each configuration item.
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3.3.4 Healthy Mode

The Healthy Mode module allows you to enable health mode and set a schedule.

Figure 3-3-6 Healthy Mode

Enable healthy mode, and the device will decrease its transmit power to reduce radiation.

Tip: Changing configuration requires a reboot and clients will be reconnected.
| Healthy Mode Device Group: pefault

Enable ()

Wireless Schedule All Time

Save

3.4 Wireless Clients

The Clients module displays the wireless clients.

Figure 3-4-1 Wireless Client List

o Wireless Clients

| Wireless Client List & Refresh
Username MAC 1P SN Duration RSSI Rate Band SSID Channel
P i " jgssinas o HAmn 54 &M 56 768 64
2 C 15:24:10
n Gotopage 1

Click Advanced Search, and you can search clients by SN and MAC address.
This is a fuzzy search. You can enter an incomplete MAC address or part of an SN.

Figure 3-4-2 Advanced Search

eWeb Configuration

Advanced Search

Action

Add to Blacklist

Total 1
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— Refresh Advanced Search

MAC

3.5 Blacklist/Whitelist

The Blacklist/Whitelist module allows you to configure wireless global or SSID-based client blacklist and whitelist. Blacklist
and whitelist can achieve full match or prefix match (OUI).

3.5.1 Global Blacklist/Whitelist

Figure 3-5-1 Global Blacklist/Whitelist

l © All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi.

| Blocked WLAN Clients + Add 1 Delete Selected

Up to 30 members can be added.

MAC Remark Action
A8:9C:ED:92:6FEB MI9-Mr Edit Delete
A8:9C:ED:92:6F:E9 TEST Edit Delete

n 10/page Total 2

Click Add to add a blacklisted or whitelisted client. In the displayed dialog box, configure settings and click OK.
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Add

Match Type €@ Full Prefix (OUI)

*MAC

Remark

Cancel

3.5.2 SSID-based Blacklist/Whitelist

The SSID-based Blacklist/Whitelist module allows you to set the SSID-based blacklist and whitelist.

Figure 3-5-2 SSID-based Blacklist/Whitelist

Blacklist/Whitelist is used to allow or reject a client’” s request to connect to the Wi-Fi network.
Note: OUI matching rule and SSID-based blacklist/whitelist are supported by only RAP Net and P32 (and later versions).
Rule: 1.In the Blacklist mode, the clients in the blacklist are not allowed to connect to the Wi-Fi network.

2. In the Whitelist mode, only the clients in the whitelist are allowed to connect to the Wi-Fi network.

Default

l © All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi.

e | Blocked WLAN Clients + Add @ Delete Selected

Up to 30 members can be added.

MAC Remark Action
A8:9CED:92:6F:E9 MI9-Mr Edit Delete
AB:9C:ED:92:6F:62 TEST Edit Delete

n 10/page Total 2
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3.6 Radio Frequency

The Radio Frequency module allows you to configure the RF parameters.

Figure 3-6-1 Radio Frequency Page without Wireless Function

o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Radio Frequency Device Group: pefaukt

Country/Region China {CN)
2.4G Channel Width Auto 5G Channel Width 20MHz

Client Count Limit 32 Client Count Limit 32

Save

Figure 3-6-2 Radio Frequency Page with Wireless Function
o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Radio Frequency Device Group: pefault

Country/Region China (CN)
2.4G Channel Width Auto 5G Channel Width Auto
Client Count Limit 64 Client Count Limit 64

The settings are valid for only current device

2.4G Channel Auto 5G Channel Auto
Transmit Power Q) Transmit Power O
Auto  Lower Low Medium High Auto  Lower Low Medium High
Roaming Sensitivity @ s s—{") Roaming Sensitivity @ s s— ")
Low 20% 40% 60% 80% High low 20% 40% 60% 80% High

Save
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3.7 LAN Ports

The LAN Ports module allows you to configure LAN ports.

Figure 3-7-1 LAN Ports

LAN Port Settings
The configuration takes effect only for the AP with a LAN port, e.g., EAP101.

Note: The configured LAN port settings prevail. The AP device with no LAN port settings will be enabled with default

settings.
| Default Settings
VLANID = 22 Add VLAN

(Range: 2-232 and 234-4090. A blank value indicates the same VLAN as

WAN port.)

Applied to AP device with no LAN port settings @

Save

LAN Port Settings + Add
Upto8 VLANIDs or 32 APs can be added (1 APs have been added).
VLAN ID Applied to

66 Ruijie

il Delete Selected

Action

Edit Delete

Click Add to add a LAN port. In the displayed dialog box, configure settings and click OK.

Figure 3-7-2 Add LAN Port

eWeb Configuration
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Add -

VLAN ID @

* Applied to

3.8 LED

The LED module allows you to enable LED.

Figure 3-8-1 LED

o LED Status Control
Control the LED status of the downlink AP.

Enable @D

Save

3.9 Switches

The Switches page displays all switches in the current network.

Figure 3-9-1 Switch List
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Switch List
View switches in the current network.

| Switeh List

Action Hostname P
Manage NBS2100 & 192.168.110.120
n 10/page

MAC Status Model
‘ NBS2100-
o0 Online 16GT25FP

[T Delete Offline Devices

eWeb Configuration

Batch Upgrade

Software Ver SN

Total 1

Click Manage in the Action column, and the switch management page will be displayed.

Figure 3-9-2 Switch Management

® NBS2100-
16GT25FP

Home  VIAN

Basic Info

Gil+

Gi2

Gi3

Gi5

Gi6

Hostname:
Model:

Status:

Master Device IP:
Work Mode:

Hostname: NBS21001 SN: MA 5
MAC: 00:D1
Monitor ¥ Ports ¥ Security ¥ Advanced ¥  Diagnostics ~
NBS21001 & MGMTIP: 192.168.110.120 @
NBS2100-16GT25FP MAC: 00:0
# Online SN MAC

192.168.110.1
Self-Organizing Network &

Port Info @ Panel View

The flow data will be updated every 5 minutes. & Refresh

1P Address: 192.168.110.120

O Reboot

System >

Software Ver:
Systime:  2021-04-29 17:32:42
Duration: 32 days 23 hours 3 minutes 54 seconds

9 11 13 15
10 12 14 16 17 18
Rx/Tx Speed
Rate Rx/Tx Bytes Rx/Tx Packets
(ps) v
1000M 26/4 26.46G/1L77G 266665615{175202
Disconnected 0/0 0.00/0.00 0/0
Disconnected 0/0 0.00/0.00 0/0
Disconnected 0/0 0.00/0.00 0/0
Disconnected 0/0 0.00/0.00 0/0
Disconnected 0/0 0.00/0.00 0/0
Disconnected 0/0 0.00/0.00 0/0

See Ruijie RG-NBS Series Switches Web-Based Configuration Guide for details.

3.10 System

3.10.1 Time

CRC/FCS Error Corrupted/Oversized Conflicts
Packets Packets

0/0 0/0 0

0/0 0/0 0

0/0 0/0 0

0/0 0/0 0

0/0 0/0 0

0/0 0/0 0 ]
ai

0/0 0/0 0

The Time module allows you to set the system time. The system time is synchronized with the NTP server by default.
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Select a time zone and set at least one NTP server, and click Save.

Figure 3-10-1 System Time

0 Configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot). @

Current Time 2021-04-29 15:58:19 m

*Time Zone (GMT+8:000Asia/Shanghai

“NTP Server =~ O.cn.pool.ntp.org Add
l.cn.pool.ntp.org Delete
cn.pool.ntp.org Delete
pool.ntp.org Delete
asia.pool.ntp.org Delete
europe.pool.ntp.org Delete
ntpl.aliyun.com Delete

Save

Click Edit to modify the system time.

Figure 3-10-2 Edit Time

Edit ~

* Time Current Time
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3.10.2 Password

The Device Password module allows you to set the device's login password. You need to log into the system again after

changing the password.

Figure 3-10-3 Device Password
o Change the login password. Please log in again with the new password later. ®

* Old Password
* Mew Password

* Confirm Password

Save

3.10.3 Scheduled Reboot

The Scheduled Reboot module allows you to reboot all devices at a scheduled time.

Figure 3-10-4 Scheduled Reboot

o It is recommended to set the scheduled time to a network idle time, e.g., 2 A.M..

The downlink device will also be rebooted as scheduled.

Enable @D

Day B Mon B Tue B Wed B Thu B Fri B sat

B Sun

Time 03 : 00

Save
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3.10.4 Reboot & Reset

The Reboot & Reset module allows you to reboot or reset all devices in the network.

Figure 3-10-5 Reboot

o Network Management ®

o The action here may affect the whole network. Please be cautious. If the page
does not respond, please log in again.

| Network Management

Action Reboot Reset

Select All Devices Specified Devices

O

I

If you click Reboot, you will be allowed to select all devices or specified devices for the whole network.

If you click Reset, all devices in the network will be reset to the factory settings. You can select whether to unbind the

account.

Figure 3-10-6 Reset
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o MNetwork Management ®

o The action here may affect the whole network. Please be cautious. If the page
does not respond, please log in again.

| Network Management

Action Reboot

Option ‘:) Unbind Account (The devices of this account will be removed from Ruijie Cloud and will

not be managed by this account).
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3 FAQs

Q1: | failed to log into the eWeb management system. What can | do?
Perform the following steps:

(1) Check that the network cable is properly connected to the LAN port of the device and the corresponding LED indicator

blinks or is steady on.

(2) Before accessing the configuration GUI, set the IP assignment mode to Obtain an IP address automatically
(recommended), so that the server with DHCP enabled can automatically assign an IP address to the PC. To designate a
static IP address to the PC, set the IP address of the PC in the same network segment as the IP address of the management
interface. For example, if the default IP address of the management interface is 192.168.120.1 and the subnet mask is
255.255.255.0, set the IP address of the PC to 192.168.120.X (X is any integer ranging from 2 to 254), and the subnet mask
is 255.255.255.0.

(3) Run the ping command to test the connectivity between the PC and the device.
(4) If the login failure persists, restore the device to factory settings.
Q2: What can I do if | forget my username and password? How to restore the factory settings?

To restore the factory settings, power on the device, and press and hold the Reset button for 5s or more. The device
automatically restores the factory settings. After the restoration, the default factory IP address is 192.168.120.1. You can
access the eWeb management system of the factory device without password.
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